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EXECUTIVE SUMMARY

The FIDUCIA research project (New European Crimes and Trust-based Policy) is
funded primarily by the European Commission under the 7th Framework Programme
for Research and Development. FIDUCIA will shed light on a number of distinctively
‘new European’ criminal behaviours that have emerged in the last decade as a con-
sequence of developments in technology and the increased mobility of populations
across Europe. The central idea behind the project is that public trust in justice is
important for social regulation: FIDUCIA will build on this idea and propose a ‘trust-
based’ policy model in relation to emerging forms of criminality.

Work Package 2 - ‘State of the art (1): crime trends’ — synthesises much of the existing
literature regarding crime trends in Europe, and offers the preliminary context against
which different approaches to the regulation of crime can be assessed in a comparative
perspective. The present deliverable, ‘D.2.2. Study on the policy relevance of existing
data’, analyses the policy relevance of available crime data for developing criminal pol-
icy at the European level, and examines its potential for further improvement.

At present, there is a lack of high-quality comparative data on crime trends. This
fact inevitably hampers the adoption of evidence-based policies. Several initiatives
have already been launched by the European Union in the past years underlying the
necessity of gathering reliable data on crime and using such data for developing Euro-
pean criminal policy. The purpose of this paper is, firstly, to envisage a study of the
initiatives that have already been undertaken. Then a brief description of the decision-
making process in criminal matters at the European level will be provided, with the
aim of determining the point in the entire process at which crime data should be used
by policymakers and if the available crime data are currently being integrated into
the development of criminal policy. Finally, since the results of our research showed
that European policymakers make little use of existing data, the paper will analyse the
main reasons for such limited use and provide some proposals to improve the degree
of policy relevance of the data.

1. INTRODUCTION

The purpose of this paper is to identify the main reasons why the existing data on
crime trends have limited influence on the decision-making process at the European
level, and to make recommendations for improvement.

In recent years, we have repeatedly heard calls on the national and international
levels for ‘evidence-based policy’, or, in other words for ‘the application of scientific
experience and scientific methods of decision-making in each phase of the political
process’ (Yordanova 2011). The starting point of evidence-based criminal policy is, cer-
tainly, the existence of reliable data. However, at present we lack high-quality compar-
ative data on crime trends at the European level, notwithstanding the fact that several
organisations collect data in this field (see deliverable D.2.1, ‘Review of existing efforts
to describe trends at European level’).

In order to improve the reliability of existing data and to encourage their use in
decision-making on criminal matters, the European Union has been working for years
on the development of a comprehensive and coherent strategy to measure crime and
criminal justice. The next section of this paper presents the most representative work
carried out by the European Union in this field, paying close attention to the Stockholm
Programme — An Open and Secure Europe Serving and Protecting Citizens, which highlights
the necessity of developing reliable data on crime as a prerequisite for evidence-based
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decisions on a number of matters within the area of freedom, security and justice.

The third section of this paper briefly describes the decision-making process
on criminal issues in the European Union. Here, we try to achieve two main goals:
first, to determine the point in the process at which crime data should be used by
policymakers and, secondly, to identify if existing crime data are currently being
used in the development of criminal policy. With respect to the first goal, we
reach the conclusion that the most appropriate point in the policymaking process
at which data on crime trends should be examined is the pre-legislative phase. It
is at that point that the European Commission, which is in charge of the legisla-
tive initiative, can receive the necessary information from experts and the civil
society. And it is at that point that the use of a mechanism developed during the
last decade at the European level, the impact assessment of policies, becomes cru-
cial. The impact assessment of policies is a process aimed at providing evidence
for political decision-makers on the advantages and disadvantages of possible
policy options by assessing their potential impact. When developing criminal
policy at the European level, impact assessments should reflect existing data on
crime. However, our study shows that, in the first place, the use of impact assess-
ments in criminal matters is currently limited: only five impact assessments have
been carried out in this field at the European level. Moreover, the use of crime
data within existing impact assessments seems to be very rare: only three of the
five impact assessments that have been carried out on criminal matters mention
data on crime trends. Although they contain some references to crime data, the
need for improvement is underlined.

The fourth section of this work provides a synthesis of the main reasons why
existing data on crime trends are insufficiently embedded in the European deci-
sion-making process. For this purpose, a thorough review of existing literature on
the topic was carried out. Moreover, an effort was made to engage European poli-
cymakers responsible for developing criminal policy in a discourse on the topic.
More precisely, a questionnaire was directed at the members of the Committee on
Civil Liberties, Justice and Home Affairs (LIBE), which is responsible for most of
the legislation linked to the area of freedom, security and justice, in which they
were asked about their views on the shortcomings of existing data on crime trends.
Although the questionnaire was sent three times between March and June 2012,
unfortunately only one response was received. This complicated the development
of the fourth section of this paper, since the research had to be based only on exist-
ing literature. As to the structure of this section, the reasons why available data on
crime trends have limited policy relevance within the decision-making process are
divided into two groups: 1) reasons related to the limitations of existing data; and
2) reasons related to the policymaking process. A list of recommendations is then
provided to overcome the limitations of existing data and to improve their policy
relevance in the future.

Finally, the main results of this study are summarised in the conclusion.

2. THE NEED TO COLLECT CRIME DATA AT THE EUROPEAN LEVEL
MEASURING CRIME IN THE EU: STATISTICS ACTION PLAN 2011-2015

The European Union Strategy for the Beginning of the New Millennium is based
on reliable and valid data on organised crime and offenders.?® Rules on collecting
data at the European level are contained in Regulation (EC) No 223/2009 of the
European Parliament and of the Council of 11 March 2009,%” the objective of which
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is to establish a legal framework for the development, production and dissemination
of European statistics (Article 1). The Community statistical authority responsible for
carrying out this legal framework is Eurostat (Article 6). The production of Community
statistics is also guided by the Community Statistical Programme 2008-2012,%8 Annex
IT of which includes Title IV, which sets out the need to develop statistics on crime and
criminal justice in order to implement the Hague Programme, stressing the need to
develop new data sources on organised crime

2.1. EARLIER INITIATIVES

The progressive establishment of the area of freedom, security and justice was
a new objective set for the European Union by the Treaty of Amsterdam. Under the
Treaty of Amsterdam, the first phase in establishing the area of freedom, security and
justice came to an end on 1 May 2004. The Tampere European Council of 1999 had
determined the programme of work to be done by then. The Communication from the
Commission that assessed that program?’ stated the following priority, among others,
in this area of freedom, security and justice for the fight against serious crime: ‘statisti-
cal work and collection of information on the development of crime and public percep-
tions of the level of security should be improved, in particular through a harmonise d
information collection system which is structured and regular.” The Hague Programme
continued working in this direction.

The Hague Programme: Strengthening Freedom, Security and Justice in
the European Union>®

The Hague Programme provided the rules for establishing policies within the area
of freedom, security and justice during the years 2005-2009. Among other issues, the
Commission was required to translate the objectives of the Hague Programme into
concrete actions contained in an Action Plan based on EU crime statistics,>! and to set
up a group of experts to assist in this task. In addition, in order to enhance security,
knowledge of organised crime had to be improved. Also gathering and analysing infor-
mation had to be strengthened.

Communication from the Commission to the European Parliament, the

Council and the European Economic and Social Committee. Developing a

comprehensive and coherent EU strategy to measure crime and criminal

justice: An EU Action Plan 2006-20103>

The EU Action Plan demanded by the Hague Programme was crystallised in this Com-
munication from the Commission, whose aim was to tackle the lack of reliable and com-
parable information on crime trends, levels and structure in Europe. The Communication
included a ‘table of actions’, from among which particular reference should be made to
the establishment of a methodology for a common module of a victimisation survey that
would allow reliable comparisons among Member States, and the development of specific
indicators in areas related to cross-border crime, such as corruption, counterfeiting and
piracy of products, fraud, illicit trafficking in cultural goods, money laundering, sexual
exploitation of children and child pornography, and terrorist financing.

The Commission also established a group of experts to help in implementing the
Action Plan:

Commission Decision of 7 August 2006 setting up a group of
experts on the policy need for data on crime and criminal justice®®
In accordance with this Decision, the group of experts should be composed of indi-
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viduals competent to consider the policy needs and to advise on the effective use of
indicators and data in the area of crime. Article 4 refers to the membership. The expert
group should be composed of a maximum of 50 experts chosen from national public
authorities in the field of justice and home affairs, and from European bodies, interna-
tional organisations or non-governmental organisations with relevant experience and
expertise in analysing or developing crime and criminal justice data for policy pur-
poses. Individuals with expertise deriving from academic research or from the private
sector in this field might also become members of the group of experts.

The main tasks of the Group were to assist the Commission in establishing coop-
eration between Member States and other related organisations in implementing the
EU Action Plan 2006-2010, to assist the Commission in identifying the policy needs
for data on crime and criminal justice at the EU level, to assist the Commission in
identifying the needs for the development of common indicators and tools designed
to measure crime and criminal justice, to advise the Commaission on relevant research
and development needs or results to be taken into account in the work to implement
the above-mentioned plan, and to advise the Commission on collaboration with rep-
resentatives from the private and academic sectors or other relevant sectors in order
to include relevant knowledge and experience in the work to implement the above-
mentioned EU plan.

2.2. CURRENT INITIATIVES

The European Council framed the new strategic objectives until 2014 in the Stock-
holm Programme.

The Stockholm Programme - An Open and Secure Europe Serving and Pro-

tecting Citizens>*

The Stockholm Programme recognises that ‘adequate, reliable and comparable sta-
tistics (both over time and between Member States and regions) are a necessary pre-
requisite, inter alia, for evidence-based decisions on the need for action, on the imple-
mentation of decisions and on the effectiveness of action’. Therefore, the European
Council invites the Commission to ‘continue developing statistical tools to measure
crime and criminal activities and reflect on how to further develop, after 2010, the
actions outlined and partly implemented in the Union Action plan for 2006-2010 on
developing a comprehensive and coherent Union strategy to measure crime and crimi-
nal justice, in view of the increased need for such statistics in a number of areas within
the area of freedom, security and justice’. In order to develop this task, the Commission
adopted a new Action Plan:

Communication from the Commission to the European Parliament and the

Council. Measuring Crime in the EU: Statistics Action Plan 2011-20155°

The Action Plan 2006-2010 was the first step in a long-term process. It set the basis
for an EU strategy to measure crime and criminal justice by developing a mechanism
for the smooth flow of information from and to the Member States. The aim of the new
Action Plan 2011-2015 is to continue and take forward the work begun in 2006 and to
focus on the delivery of results. The objectives presented in this Action Plan are based
on the priorities set by the Internal Security Strategy with regard to specific crime areas
and on the recommendations from the Expert Group on Policy Needs. These objectives
are divided into the following four areas:
1. Cooperation at the EU and international levels. The objectives under this category
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respond to the recommendations of experts for better mapping the needs of poli-
cymakers, better communication with the stakeholders, promotion of the work on
crime and criminal justice statistics among EU institutions, and better collabora-
tion at the EU and international levels in order to avoid duplication of the collection
exercises.

2. (Data quality. The objectives of this category aim to improve the comparability of
the data that are being produced on a regular basis. Since the main reasons for not
having comparable data are the differences in the criminal codes and the reporting
systems, the emphasis is on the development of an international crime classifica-
tion system for statistical purposes, taking account of multilingual needs.

3. Data analysis and dissemination of results. Because of the differences in recording,
reporting and classifying crime across the Member States, comparisons of crime
levels can be misleading, especially if absolute figures are not accompanied by
additional information on their quality (metadata). Therefore, one of the actions of
the Plan refers to the systematic compilation and publication of metadata and con-
textual information, following the example of Statistics in Focus.

4. Development of indicators and specific data collections. Within this category, the fol-

lowing types of activities are be carried out: to implement the EU Safety Survey, the
Business Victimisation Survey and the third Money Laundering data collection, to
progress in data collection on Cybercrime, and to develop indicators on corruption.

The Action Plan also includes the re-establishment and enlargement of the expert

group.

Commission Decision of 14 February 2012 setting up the Commission

expert group on policy needs for data on crime and repealing Decision

2006/581/EC3°

This Decision repeals the previous one from 2006 and sets up the new expert group
on policy need for data on crime, which will have similar tasks, as referred to above.

After having revised these instruments adopted by the European Union, we can
conclude that they provide a sufficient framework to facilitate progress in gathering
crime data at the European level.

3. DRAFTING: THE DECISION-MAKING PROCESS
IN CRIMINAL LAW AT THE EUROPEAN LEVEL

This section briefly describes the decision-making process in criminal matters at
the European level focusing on the pre-legislative phase, when available data on crime
trends should be used by policymakers in order to develop evidence-based policies.

The Lisbon Treaty abolished the structure of the three pillars on which the TEU was
based. From its entry into force, the only legal instrument at the European level is the
directive (Article 83 TFEU), which must be approved by the tripartite institutions: the
European Commission, the European Parliament and the Council (Article 294 TFEU).
The aim of the reform carried out by the Lisbon Treaty was to ensure the legitimacy
of the rules adopted at the EU level, and at this point, the Treaty opted for the ordinary
legislative procedure, which replaces the old co-decision procedure. In the new decision-
making procedure, the role of the European Parliament increases and, correspondingly,
the role that governments used to play within the old third pillar is reduced. This new
situation leads to representative and participatory democracy in the context of federal
sovereignty (Gémez-Jara Diéz 2005).3” Next we will examine the main actors in this
new procedure.
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3.1. ACTORS

Two types of actors can be distinguished: institutional actors and social actors. The
interaction of all of them within the pre-legislative phase leads to a necessary delibera-
tive politic in Europe that strengthens the democratic basis (Habermas 1994).

Regarding the institutional actors, the European Commission is in charge of the
legislative initiative, and the European Parliament and the Council are co-legislators.
At the previous stage in the ordinary legislative procedure, the European Commis-
sion, through consultations with experts and representatives of civil society, draws
the necessary information to develop better law. Especially when developing criminal
policy, the European Commission should receive information on crime trends during
this early stage in the decision-making process.

In addition to the European Commission, also Member States can exercise the right
of legislative initiative pursuant to article 76 TFEU (‘on the initiative of a quarter of
them’), provided that they respect the principles of proportionality and subsidiarity,
and provided that they offer detailed preparation, including impact assessment reports,
as called for by the Stockholm Programme.

Regarding the social actors, they interact with the European Commission through
so-called Green and White Papers. A Green Paper is a document meant to invite inter-
ested individuals or organisations to a process of consultation and debate on a par-
ticular topic.3® It may be followed by a White Paper, which represents an official set of
proposals that is used as a vehicle for their development into law.>°

At this point, the work of some social actors deserves to be highlighted. One exam-
ple is the academic group Criminal Policy European Initiative° Its main contribution to
the decision-making process in criminal matters at the EU level was the Manifesto on
European Criminal Policy, which adopts and defends the ordinary legislative procedure
defined in the Lisbon Treaty. Furthermore, the work of organisations such as RAND-
Europe should also be noted. RAND-Europe is a non-profit organization that helps to
improve policy- and decision-making through research and analysis. It was commis-
sioned to carry out ‘The Development of a European Crime Report’, a test of how a
reliable report on crime trends in Europe should be.

Other public consultations are contained on the EU website, where there is a
platform for the initiatives of European citizens through the so-called ‘Your Voice in

Europe’ 4!

3.2. THE PRE-LEGISLATIVE PHASE

The main Anglo-Saxon contribution to the decision-making process in criminal
matters at the European level was the introduction of the use of impact assessments
as a part of the rational-choice theory based on cost-benefit analysis (Renda 2000).
Diverse European instruments refer to the need to use impact assessment studies for
developing better laws. For example, Article 70 TFEU states that objective and impar-
tial evaluation is an important tool for legislative rationality (Nieto Martin 2010). Fur-
thermore, the White Paper on European Governance requires that the EU legislative
acts are preceded by impact assessments. The impact assessment of policies is a pro-
cess aimed at preparing evidence for political decision-makers on the advantages and
disadvantages of possible options by assessing ex ante their social, economic and envi-
ronmental impact. The process is divided into two phases: 1) the planning of impact
assessments, the roadmap?% and 2) preparing the assessment itself, full impact assess-
ment (Mufioz de Morales Romero 2011). This second phase encompasses six steps:43 1.
Identifying the problem; 2. Defining objectives; 3. Developing the main policy options;
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4. Analysing their impacts; 5. Comparing the options; and 6. Outlining policy monitor-
ing and evaluation. Impact assessments in criminal matters should in particular reflect
a cost-benefit analysis, which is obtained by balancing the deprivation of rights that
involves the imposition of a penalty (cost), against the aim pursued by the imposition
of a penalty (benefit), that is the prevention of crime (ibid).

The directives provided by the Impact Assessment Guidelines 2009% refer to the
need for data collection and consultation with stakeholders, stressing that quality data
are a key part of any impact assessment. Quality data are needed both to define the
problem and to identify the impacts of alternative options for dealing with the prob-
lem. Therefore, quality data should be used in the impact assessment process relating
to a certain policy. Nevertheless, it seems that the use of impact assessments in the
field of criminal law is quite rare. Five impact assessment studies have been carried
out in criminal matters to date in relation to intellectual property, the protection of
the environment, employers of illegally staying third-country nationals, terrorism,
and trafficking in human beings.#> Only three of these refer to data on crime trends,
and, although they contain some references to such data, the need for improvement is
underlined.

In particular the impact assessment related to the protection of the environment
through criminal law recognises the existence of a significant dark figure in this field,
that is the difference between actual crime levels and crime levels known to the author-
ities can fluctuate between 20% and 40%, and in some cases up to 90%. In addition, this
impact assessment points out that the lack of homogeneity among the legal systems of
the Member States makes it difficult to measure these offences, since in some Member
States such offences are not recorded as environment crime but as company crime.

The impact assessment related to sanctions against employers of illegally stay-
ing third-country nationals outlines the different indirect and direct methods used by
researchers and NGOs in counting the number of illegal residents or workers, which
hampers determining the actual figures on such offences. However, this impact assess-
ment also refers to the Regulation of Community statistics on migration and interna-
tional protection,*® which envisages the elaboration of common rules for the collection
of data on migration by EU Member States.

Finally, the impact assessment on trafficking in human beings uses data obtained
from the International Labour Organisation (ILO) and the International Organisation
for Migration (IOM). However, data from these two agencies are not comparable, since
the IOM figures refer to victims who have been assisted by the IOM, while ILO figures
refer to an overall estimate of the number of victims.

All in all, as has already been shown, impact assessments on criminal matters rarely
use data on crime. One explanation for this may be the current lack of reliable data on
the areas of crime within the scope of work of the European Union (Eurocrimes), as will
be explained in the following section.

3.3. AREAS OF CRIME

Pursuant to article 83.1 TFUE ‘the European Parliament and the Council may, by
means of directives adopted in accordance with the ordinary legislative procedure,
establish minimum rules concerning the definition of criminal offences and sanctions
in the areas of particularly serious crime with a cross-border dimension resulting from
the nature or impact of such offences or from a special need to combat them on a
common basis. These areas of crime are the following: terrorism, trafficking in human
beings and sexual exploitation of women and children, illicit drug trafficking, illicit
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arms trafficking, money laundering, corruption, counterfeiting of means of payment,
computer crime and organised crime.’

At present, however, the analysis and understanding of the dimensions and char-
acteristics of these areas of crime are a complex task, since the availability of data
on such offences is particularly limited. In fact, if we take a look at the main existing
datasets on crime trends, which were analysed in deliverable D.2.1,4’, we can readily
observe that there are no data on some of the offences mentioned in article 83.1 TFEU,
such as terrorism, sexual exploitation of women and children, and illicit arms traffick-
ing. Regarding the remaining areas of crime, some data exist but they are not very
plentiful, as noted in the following paragraphs.

Trafficking in human beings. Trafficking in human beings was covered by the tenth
United Nation Survey on Crime Trend and Criminal Justice Systems (UN CTS) for the
first time (Alvazzi del Frate 2010). This dataset only covered statistics on recorded
offences and offenders arrested, prosecuted and convicted, based on the definition of
the Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women
and Children, supplementing the United Nations Convention against Transnational
Organized Crime.*8 However, official statistics on recorded crime alone cannot measure
the extent of trafficking in persons. Therefore, a broader approach to include survey-
based data is required (ibid).

Illicit drug trafficking. The European Sourcebook of Crime and Criminal Justice Sta-
tistics contains detailed information on drug offences and drug trafficking. The defini-
tion of ‘drug offences’ is largely uniform, due to international conventions. Where
possible, the figures include the cultivation, production, sale, supply, transportation,
importation and exportation of drugs, financing of drug operations, consumption,
possession of larger quantities and possession of small quantities. ‘Drug trafficking’
means ‘drug offences which are not in connection with personal use. However, the line
between personal use offences and trafficking is not necessarily clear and is defined
differently by country (Aebi et al. 2010).

Also the UN CTS provides figures on drug-related offences and on drug trafficking.
‘Drug-related crimes’ may be understood to mean intentional acts that involve the
cultivation, production, manufacture, extraction, preparation, offering for sale, distri-
bution, purchase, sale, delivery on any terms whatsoever, brokerage, dispatch, dispatch
in transit, transport, importation, exportation and possession of internationally con-
trolled drugs. ‘Drug trafficking’ may be understood to mean drug offences which are
not connected with personal use.

Eurostat Crime Statistics (Statistics in focus) also contain figures on drug traffick-
ing. Specifically, they include illegal possession, cultivation, production, supply, trans-
portation, import and export of drugs, and financing of drug operations.

The International Crime Victims Survey (ICVS) and the European Crime and Safety
Survey (EU ICS) asked about perceptions of drug-related problems. The question was:
‘Over the last 12 months, how often were you personally in contact with drug-related
problems in the area where you live? For example seeing people dealing in drugs,
taking or using drugs in public places, or by finding syringes left by drug addicts?’
However, answers to such question give little information about actual trends in drug-
related problems (van Dijk, van Kesteren & Smit 2007).

Money laundering. With respect to this offence, only the European Sourcebook shows
figures. According to this dataset, money laundering means ‘specific financial transac-
tions to conceal the identity, source, and/or destination of money or non-monetary
property deriving from criminal activities.” Where possible, the figures include receiv-
ing and handling illegally obtained (but not stolen) non-monetary property, attempts,
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as ‘the promise, offering
or giving, to a public offi-
cial, directly or indirectly,
of an undue advantage,

for the official himself or
herself or another person
or entity, in order that the
official act or refrain from
acting in the exercise of
his or her official duties’
(Article 15(a). ‘Passive
bribery’ is defined as ‘the
solicitation or acceptance
by a public official, directly
or indirectly, of an undue
advantage, for the offi-

cial himself or herself or
another person or entity, in
order that the official act or
refrain from acting in the
exercise of his or her offi-
cial duties’ (Article 15(b).

‘Participation in organized
criminal groups’ may be
understood as participat-
ing in the activities of

an organized criminal
group and/or organizing,
directing, aiding, abetting,
facilitating or counselling
serious crimes involving
organized criminal groups.
This definition may apply
to anyone who, being
aware of the group’s crimi-
nal objectives, becomes
involved in activities that
contribute to the achieve-
ment of such objectives.

but exclude receiving/handling stolen property and violations of the ‘know-your-cus-
tomer’ rule (i.e. negligence in identifying a customer’s identity or the origin of funds).

Corruption. The tenth UN CTS collected data on bribery and corruption for the first
time, based on the definitions of ‘active’ and ‘passive’ bribery included in the United
Nations Convention Against Corruption®’ (Alvazzi del Frate 2010).

The European Sourcebook also includes data on corruption in the public sector.
For this offence, definitions vary significantly among countries. Therefore, this dataset
uses a standard definition according to which corruption means ‘offering or accepting
financial or any other advantage in exchange for favourable treatment by public offi-
cials’. Where possible, the figures include active and passive corruption, instigation to
corruption, complicity, corruption of domestic officials, corruption of foreign officials,
extortion by public officials and offering officials advantages without immediate inter-
est, and attempts. Corruption in the private sector, extortion (except by public officials)
and bribery of the electorate are excluded.

The ICVS and the EU ICS show figures only on petty corruption (bribe-seeking by
public officials) but they ignore victimisation by grand corruption (van Dijk, van Kes-
teren & Smit, 2007), a type of crime that is less visible but potentially more damaging.
Low prevalence rates on the ICVS-based measure of petty corruption should not be
seen as proof that more serious forms of corruption are equally rare (ibid).

Counterfeiting of means of payment. Data on this offence was contained only in the
tenth UN CTS, which defined ‘counterfeit currency offences’ as ‘any violation in con-
nection with manufacturing, issuing, uttering, smuggling or trafficking in counterfeit
currency’.

Computer crime. Figures on this offence were offered only by the European Source-
book. With respect to this offence, the national legal systems provide very different def-
initions. Therefore, this dataset uses a standard definition according to which ‘offences
against the confidentiality, integrity and availability of computer data and systems’
comprise ‘unauthorised entry into electronic systems (computers) or unauthorised use
or manipulation of electronic systems, data or software.” Where possible, the figures
include illegal access (i.e. intentional access to a computer system without right to do
so), illegal interception (i.e. interception, without right to do so, of non-public trans-
missions of computer data, performed by technical means), data interference (i.e. dam-
aging, deleting, deteriorating, altering or suppressing computer data without right to
do so), system interference (i.e. serious hindering, without right to do so, of the func-
tioning of a computer system), misuse of devices (i.e. production, sale, procurement for
use, import, or distribution of a device or a computer password/access code), computer
fraud (i.e. deception of a computer instead of a human being) and attempts, but exclude
the illegal downloading of data or programs.

Organised crime. The tenth UN CTS showed figures on participation in organised
crime groups for the first time, based on the definition included in the United Nations
Convention against Transnational Organized Crime.”® Statistics were collected at the
police, prosecution and courts level but only a few countries were able to respond to
the questions on this type of crime. In fact, more than half of the responses to the tenth
UN CTS lacked this information (Alvazzi del Frate 2010).

To sum it up, although some data on the types of crime mentioned in article 83.1
TFUE appear in the datasets mentioned above, they are not comprehensive enough and
most of them come from official statistics on recorded crime. Thus, they suffer from
the well-known flaws of these statistics (different legal definitions, different recording
and reporting practices, the dark figure). Consequently, it becomes difficult to develop
evidence-based policy on these areas.
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4. ANALYZING THE POLICY RELEVANCE OF EXISTING CRIME DATA:
FLAWS AND PROPOSALS FOR IMPROVEMENT

Developing evidence-based criminal policy requires, first of all, the existence of
reliable data on crime. As it was analysed in deliverable D.2.1, at present there are
many organisations at the European level and worldwide that collect data on crime.
Nevertheless, existing data suffer from some limitations and, therefore, they are not
usually used at policy level. In addition, the policymaking process has certain char-
acteristics (such as timing and the pressure exerted by interest groups) that hamper
the proper use of existing crime data. This section explores these two sets of reasons
(related to the limitations of the data and the policymaking process) why existing
crime data have limited policy relevance, and offers some proposals for improvement.

4.1. REASONS RELATED TO THE LIMITATIONS OF EXISTING DATA

Existing crime data are currently limited due to the following factors: the existence
of obstacles to performing comparisons on crime trends between countries or within
a country over time, the inaccuracy of data, the form in which data are presented to
policymakers, and the absence of data on so-called ‘emerging crimes’.

1. Difficulties in making comparisons across countries and over time

Comparisons provide real opportunities for countries to challenge themselves
and learn from others. However, the main tool currently used in making comparisons
between countries or within a country over time — the official crime statistics on
recorded crime — suffers from some shortcomings. Specifically, the existence of statis-
tical, legal and substantive factors influences the outcome of such official statistics. In
addition, they only reflect recorded crime, and ignore the dark figure of crime. Further-
more, they do not offer contextual information on other factors that may influence the
commission of a crime. These three factors are explained below.

1.1. The influence of statistical, legal and substantive factors

In his review of rape statistics in Sweden, von Hofer (2000) identified three differ-
ent factors (statistical, legal and substantive) that affect official crime statistics to such
an extent that making reliable comparisons across countries or within a country over
time becomes complicated. Statistical factors refer to the way in which crime statistics
are elaborated. Legal factors include the way the crime itself is defined in the relevant
legislation, as well as various related aspects of the judicial process. Finally, substan-
tive factors refer to the propensity to report and to record offences, and to the actual
crime levels. Each of these factors can be broken down into a number of points that
affect comparability (ibid).

Statistical factors include the following: a) The point at which data are col-
lected. On the basis of the moment at which data are collected, countries can be
divided into three groups: countries using input statistics, countries using inter-
mediate statistics, and countries using output statistics (Aebi 2008). In countries
using input statistics, data are recorded for statistical purposes when the offence
is reported to the police (or when police officers observe or discover an offence). In
countries using output statistics, on the contrary, data are recorded when the police
have completed the investigation. Finally, some countries record data at an interme-
diate stage in the process. The point at which data are collected can have a significant
effect on the statistics. For instance, Aebi’s study shows that countries using input
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statistics present higher crime rates than those using intermediate statistics, and the
latter present higher crime rates that those using output statistics. b) The manner
in which offences are counted. For instance, particular problems appear when a
criminal event includes more than one offence or when more than one person was
involved in the event (von Hofer 2000). c¢) The moment to which the statistics
refer. For example, statistics may refer to the year when the offence was commit-
ted or to the year when the offence was reported (von Hofer 2000). d) Changes in
statistical routines. If a country modifies its statistical routines, it will be difficult
to know whether subsequent changes in the statistics reflect a modification in the
actual crime levels or if these changes are simply a consequence of the modification
of the statistical routines (Hofer 2000; Zauberman 2008).

Legal factors include the following: a) The significance of legal definitions. A
crucial problem when making comparisons between countries is the existence of dif-
ferent definitions of the types of crimes. Although definitions of some types of crime
are relatively clear (for instance, homicide), for other types of crime it is difficult to
understand what type of activities fit into them. This applies not only to unconven-
tional crimes such as organised crime or corruption (Malby 2012), but also to some
conventional crimes, such as rape (von Hofer 2000), theft (Barclay 2000) or drunken
driving. b) The effect of the legal process. Statistics may be affected by the role
attributed to the victim in the prosecution of the crime. For instance, there are crimes
which are only prosecuted if the victim is prepared to press charges, and so if the vic-
tim is not prepared to do so, the criminal event may not be registered as a crime (von
Hofer, 2000). c) The ‘legality principle’ as opposed to the ‘expediency principle’.
Statistics may also be affected by the power given to the prosecution authority. In
systems governed by the ‘legality principle’, the police and the prosecution authorities
are required to prosecute all offences of which they become aware. This can lead to the
more frequent registration of offences as compared to in systems ruled by the ‘expedi-
ency principle’, where prosecution is within the discretion of prosecutors and where
the classification of offences is negotiable (von Hofer 2000).

Substantive factors include a) The propensity of the population to report
offences. The propensity of the population to report offences depends on several fac-
tors. For instance, it may depend on the level of confidence that the public has in the
police and the judicial authorities, on the taboos associated with some offences in some
countries (i.e. rape), on having access to a telephone, or on the seriousness of the crime
(see, among others, Goudriaan et al. 2004; von Hofer, 2000). Such factors can make it
appear as though these countries have higher actual crime rates, although in fact the
people only have a stronger propensity to report crimes. b) The propensity of the
police to register offences. Also the propensity of the police to register offences varies
from one country to another. For example, sometimes, political pressure may encourage
the police to record all individual incidents in serial offence cases, even if their number
needs to be extrapolated, which leads to the appearance of higher crime rates (Hunt et
al. 2011). ¢) The actual crime levels. Finally, one cannot forget that there are many
factors which influence the commission of a crime, and therefore the actual crime levels
vary across countries and within a country over time (von Hofer 2000).

Aebi (2010) adds to the above list of different factors the category of ‘criminal
policy factors’, which refer to the crime and crime prevention policies applied by a
country, something which may affect the other three factors mentioned. For instance,
the application of a zero-tolerance policy should presumably lead to an increase in
the offences recorded by the police, at least during the first months of its application,
because if the police are interested in every offence, the number of recorded offences
should increase.
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Recommendations:

Although collecting comparable data on registered crime is a complicated task, there
may still be room for cautious optimism. One of the most often repeated proposals for
achieving the comparability of crime data is the adoption of standard definitions of
the types of offences to be used in the international datasets (see, among others, Aebi
et al. 2002, Harrendorf 2012, Jehle 2012). One step in this direction has been taken, for
example, by the authors of the European Sourcebook of Criminal and Criminal Justice Sta-
tistics (Aebi et al. 2010), who have established standard definitions of the different types
of crime and have broken down the offences in special items to be included or excluded.

Standard definitions are needed not only of conventional crimes (burglary, rape, theft)
but also, albeit it is a much more complicated task, of emerging crimes such as corrup-
tion, Cybercrime and transnational organised crime.

In addition, in order to improve the comparability of the data, also counting rules, which
vary from country to country, should be standardised. One again, the European Sourcebook
has tried to address this challenge by offering summarised information on the following
questions: 1. Are there written rules regulating the way in which data are recorded? 2. When
are data collected for statistics? 3. What is the counting unit used in the statistics? 4. Is
a principal offence rule applied? 5. How are multiple offences counted? and 6. How is an
offence committed by more than one person counted? (Aebi 2008).

1.2. The dark figure

Already during the first half of the nineteenth century, when the first statistics on
crime were developed, the problem of the dark figure of the criminality was recog-
nised (Aebi & Linde). Almost two centuries later, official statistics on recorded crime
continue to face this problem since, by definition, they reflect only crime which has
come to light, that is crime discovered by the victims (or by the police), reported to
and subsequently recorded by the police. The existence of such a hidden figure, which
is ignored by the official statistics on recorded crime, notoriously hinders performing
comparisons since the real crime levels are unknown.

Recommendation:

In order to fill the gap derived from the existence of the dark figure on crime, it would
be necessary to use victimisations surveys such as the International Crime Victims
Survey (ICVS) or the European Crime and Safety Survey (EU ICS).

1.3. Lack of contextual information when presenting data on crime trends

Crime does not happen in isolation from other factors. In fact, there is a huge number
of circumstances that influence crime. For instance, Hunt et al. (2011) highlight three
groups of contextual factors which need be taken into consideration when interpret-
ing the existing data on crime trends: a) opportunities for committing a crime and for
becoming victim of a crime (population density, science, technology); b) facilitating fac-
tors (social capital, social networking, social exclusion indicators); and c) private sector
involvement. However, the existing datasets on crime analysed in deliverable D.2.1 do
not provide contextual information which may help the users to understand crime trends
and which may consequently lead policymakers to improved crime policies.

Recommendation:

More reliable comparisons could be made if contextual information was gathered.
Even if definitions of the types of crime and counting rules could be standardised, there
are other circumstances that may influence the crime rates. On this point, Hunt et al.
(2011) suggest collecting information at the macro, meso and micro levels. Examples of
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macro-level factors are the economic context and demographic characteristics, such as
age and gender; meso-level factors include changes in criminal justice systems and other
infrastructural changes and practices, such as changes in alcohol pricing and availability;
and micro-level factors include peer affiliations and close relationships, attachment to
moral codes, parenting and social support.

2. Lack of accuracy or mistrust

The lack of accuracy or mistrust in the data, which may be related to the capability
(experience or expertise) of those responsible for validating the data, may be a reason
that helps to explain the limited policy relevance of existing crime data (Hunt et al.
2011).

Recommendations:

In order to address such a challenge, it would be desirable that the working group
validating data includes experienced persons, as is the case with the European
Sourcebook project (Hunt et al. 2011).

Any research faces limitations which policymakers and the public at large are aware of.
Therefore, another way to increase trust in the data might be that the authors of a crime data-
set supply information about the limitations of the data and analysis (ibid.). For example,
the authors of the European Sourcebook admit that ‘the lack of uniform definitions of offences,
of common measuring instruments and of common methodology makes comparisons between
countries extremely hazardous’ (Aebi et al. 2010: 22). It does not make the research invalid
since the European Sourcebook also provides indications of how, in the opinion of experts, the
data can be interpreted. In fact, the European Sourcebook contains numerous footnotes and
technical information explaining the figures in each table in order to avoid misinterpretation
of data. However, although we consider it necessary to warn about the potential limitations of
one data source, the communication of such limitation has to be cautious because if they are
not communicated properly, the users may think that the data are of poor quality and not worth
using (Hunt et al. 2011).

3. The form in which crime data are presented to policymakers

Crime data are generally not produced in a form that senior policymakers can
understand and use. A good example of this is the European Sourcebook of Crime and
Criminal Justice Statistics. It is a treasure trove for criminologists and others who use
crime data on a regular basis. Nevertheless, policymakers are not usually interested in
such in-depth analysis but in readily available statistics, such as the way the rate of a
particular crime has changed over a certain period of time. Therefore, the abundance
of footnotes and explanatory remarks within the European Sourcebook makes it very
difficult for policymakers to read it.

Recommendation:

Since policymakers do not need the same level of detailed information that academics
may need for their purposes, crime data should be presented to policymakers in an under-
standable form,; for instance, readily comprehensible pieces of information with visual
representations (such as graphs) showing changes in crime rates over a certain period of
time would be useful for them (Hunt et al 2011). However, simplifying crime data should be
done carefully in order to avoid an oversimplification that can be misleading for the reader.

4. Lack of data on ‘emerging crimes’
One of the main shortcomings of the existing crime datasets is the lack of compre-
hensive data on so-called ‘emerging crimes’, ‘complex crimes’ or ‘new crimes’. Typi-
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cally, data sources on crime show figures on conventional crimes such as homicide,
rape, burglary or theft, but they usually do not show figures on non-conventional
offences such as corruption, terrorism or trafficking in human beings. This fact seems
to be due to the difficulty in formulating clear and widely accepted definitions of
such crimes, which are usually composed of more than one single action, and which
are usually committed by groups of persons meeting the definition of an organised
criminal group contained in Article 2(a) of the United Nations Convention against
Transnational Organized Crime (Malby 2012). The lack of comprehensive data on
such offences may also be due to the fact that they are considered victimless crimes
(except terrorism and trafficking in human beings), meaning that they do not harm an
individual person but harm collective interests. Thus, people do not feel individually
damaged by them and hence such crimes do not appear either in official statistics on
recorded crime or in the findings of victimisation surveys carried out among house-
holds (Malby 2012, van Dijk 2007b). For this reason, official statistics on such crimes
may be misleading for the reader; for example, in countries where organised crime
is most prevalent, investigations into such crimes might be hampered by police cor-
ruption and political interference in prosecuting and sentencing. Therefore, low rates
of court cases involving such crimes may paradoxically point to high rather than low
prevalence of this type of crime (van Dijk 2007a).

It is especially necessary to point out here the absence of comprehensible data on
the so-called Eurocrimes (see section 3.3): terrorism, trafficking in human beings and
sexual exploitation of women and children, illicit drug trafficking, illicit arms traf-
ficking, money laundering, corruption, counterfeiting of means of payment, computer
crime and organised crime (Article 83.1 TFEU). If policymakers at the European level
do not have data on these types of crime, it will be impossible to develop evidence-
based policies related to them.

Recommendation:

Given the absence of comprehensive data on emerging crimes (including Eurocrimes),
there is at present an urgent need to gather reliable data on such crimes. This is not
an easy task due to the lack of clear and widely accepted definitions concerning most of
these offences and due to the fact that most of them are victimless crimes. Nevertheless,
in recent years, efforts to develop indicators regarding these new crimes have been made
(Malby 2012, van Dijk 2007a, van Dijk 2007b, van Dijk, 2008) and this trend has to con-
tinue in order to provide policymakers with reliable data for developing evidence-based
policies in this field.

5. Lack of a place on the Internet where the most representative datasets

on crime are put together

As was reviewed in deliverable D.2.1, there are currently many datasets on crime
trends at the European level and worldwide. Nevertheless, there are few places for
interested parties to go where the information is brought together. Likewise, there is
no place where stakeholders can access other useful information that helps in under-
standing the crimes, such as information on the national legal systems and counting
rules, and on contextual factors from each country that influence the crime rates.

Recommendation:

Since there are currently a large number of datasets on crime, it would be useful to
create the possibility to access them on one website, since the Internet is the current key
medium for the presentation and exchange of information. Thus, it would be desirable to
design a place on the Internet through which users could have access not only to crime
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data, but also to other crucial information such as information on the national legal sys-
tems and counting rules, and on contextual factors from each country that influence the
commission of a crime (Hunt et al. 2011). That would be a crime data portal to which the
crime research community could contribute, and where they could critique and comment
on the data and any analysis made on its basis. Properly moderated, it can in time become
reasonably authoritative, the ‘go-to’ place where national and international policymakers
could obtain data.

4.2. REASONS RELATED TO THE POLICYMAKING PROCESS

1. The disconnection between policymakers and researchers

A key role of research is to inform policymaking. However, getting research to influ-
ence practice is not an easy task due to the traditional existing disconnection between
policymakers and researchers. Policymakers are not usually involved in research
projects. Thus, researchers often have to imagine what policymakers need to know in
designing policies, and they have to carry out their research without knowing whether
this research will be useful for the policymakers (NAO 2003). A good example of such
a disconnection is our vain attempt to carry out a brief survey on the shortcomings of
the existing crime datasets among the members of the Committee on Civil Liberties,
Justice and Home Affairs (LIBE), which is in charge of most of the legislation linked to
the area of freedom, security and justice in the EU. Although the survey was e-mailed
to the 24 members three times, we received only one response. This hampered the
achievement of the objectives of our research, since the research had to be based only
on the existing literature.

Recommendations:

It is necessary to encourage cooperation between policymakers and researchers in
order to improve the transfer of knowledge. Policymakers should be involved in research proj-
ects from the outset in order to tell the researchers what they need to know and when they
need to know it. This early involvement is essential since the simply passive dissemination
of research findings is not sufficient to ensure that research findings will be used to improve
policy. (NAO 2003, Tydén & Nordfors 2000).

Especially at the European level it is essential that EU policies benefit from the knowl-
edge coming out of research projects funded by the EC, once again underlining the need
for involving European policymakers in such projects from the very beginning.

2. Policymaking timing versus research timing

The pace of policymaking is clearly faster than that of scientific research. Policy-
makers usually have very little time to study an issue. In comparison, the results of sci-
entific research may not be available until after years of research. This is the case with
some of the existing datasets on crime trends. For instance, the European Sourcebook
of Crime and Criminal Justice Statistics and the results of the International Crime Vic-
tims Survey are published every three or four years — which amounts to an eternity
in policy formulation.

In addition, the rapid pace of policymaking prevents them from having the necessary
time to understand the limitations of research and the limits on how data can be used.

Recommendations:

High frequency statistics would be necessary to allow policymakers the possibility
of rapid intervention on certain issues (De Wever 2011). Obviously, this requires the allo-
cation of sufficient funds.
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On the other hand, as was mentioned above, policymakers do not need enormous
amounts of data. They do need analyses of the information that can help them to design
better criminal policy. Therefore, researchers should be encouraged to analyse the data using
scientific methods and provide politicians with specific policy suggestions.

3. Pressure from interest groups

Policymakers are usually under pressure from a number of different interest groups.
Many of these interest groups will be brandishing their own data to support their posi-
tion. There is no reason for the policymakers to assume that researchers are impartial,
and that the data they show have not been skewed by the researchers to serve the
researchers’ own worldview. Even policymakers have often heard that statistics can be
misleading (‘lies, damned lies, and statistics’) and, therefore, they may be sceptical of
statistics and simply ignore them.

Furthermore, policymakers may also be under pressure from the public at large
which appears to demand quick and punitivist responses against a particularly serious
offence, even though the data do not show an increase in the rate of such crime.

Recommendations:

It is clear that policymakers should not develop criminal policy based on poor quality
data. They should employ data coming from organisations which have experts in
validating the data in their working groups.

Criminal policy in a democratic society should not be based on the sentiments that
certain offences might evoke in the public but on evidence resulting from reliable research.

To sum it up, the recommendations that we have introduced here work in the direc-
tion of increasing the understanding of existing crime data by policymakers with a
view to more evidence-based policy decisions.

5. CONCLUSION

In recent years, we have heard repeated calls nationally and internationally for
evidence-based policy. The starting point of evidence-based criminal policy is cer-
tainly the existence of reliable data on crime. However, available data, especially
those coming from police statistics on recorded crime, suffer from certain flaws such
as various statistical, legal and substantive factors that misrepresent the amount,
structure and trend of crime (see section 4.1). This reduces its utility for policymakers
or researchers in the field of criminal policy. In order to address such flaws, measures
such as the adoption of standard definitions of specific types of crimes and standard
counting rules, the collection of contextual data to which crime is related, or the use
of victimisation surveys have been demanded by researchers for a long time. The
EU has also been calling for the adoption of measures for improving the collection
of data on crime. For instance, the Statistics Action Plan 2011-2015 focuses on four
crucial areas: cooperation at the EU and the international levels, data quality, data
analysis and dissemination of results, and development of indicators and specific data
collections. This instrument provides a framework that should facilitate progress in
collecting reliable crime data.

The existing datasets on crime trends have also another important weakness: they
only offer figures on conventional crimes, ignoring the ‘new’ crimes. In our analysis
of the most relevant existing datasets, we have observed in particular the lack of
data on Eurocrimes: terrorism, trafficking in human beings and sexual exploitation of



40

NEW EUROPEAN CRIMES AND TRUST-BASED POLICY

women and children, illicit drug trafficking, illicit arms trafficking, money launder-
ing, corruption, counterfeiting of means of payment, computer crime and organised
crime. This fact obviously hampers the development of evidence-based policies in the
areas of crime within the scope of the work of the European Union. For this reason, we
consider gathering of data on such offences to be essential. The starting point here
should be the adoption of clear definitions followed by the development of indicators
to measure trends in such offences, since the traditional tools (official statistics on
recorded crime and victimisation surveys among households) seem to be insufficient.

Whenever reliable data on such crimes will be available, it will be necessary to
fill the gap between policymaking and research in order to undertake evidence-based
crime policies which take into account such data. In section 4.2 of this paper we have
analysed the main reasons that explain the existence of such a gap: 1) The traditional
disconnection between policymakers and researchers. For example, policymakers are
not usually involved in research projects. For this reason, researchers often have to
imagine what policymakers need to know in designing their policies. 2) The pace of
policymaking is clearly faster than that of scientific research, and so policymakers
usually have very little time to study available data and much less time to understand
the limits to how data can be used. 3) The existence of interest groups that offer policy-
makers their own data to support their positions. In this context, policymakers assume
that such data are not impartial and they may readily ignore even research-based data.

We have presented some proposals designed to fill the existing gap between
policymaking and research. On the one hand, policymakers should be involved in
research projects on crime since the outset in order to inform researchers about what
kind of evidence they need to know. In particular, in the framework of the European
Union, policymakers should participate in projects funded by the European Commis-
sion. On the other hand, researchers should analyse the data with scientific methods,
and summarise and communicate them to policymakers in a way that makes the
evidence comprehensible by and accessible to policymakers. Raw data need not be
communicated to policymakers since policymakers may not understand them and do
not need such in-depth information.

Policymakers should base their criminal policy on analysis that reflects the reality
in society, and not on sentiments apparently expressed by the public at large or on the
pressure exerted by certain interest groups. The EU is moving in this direction. Over
the last decade a mechanism has been developed with the aim of incorporating the use
of data in the decision-making process: the impact assessment of policies, which is a
process aimed at preparing evidence for political decision-makers on the advantages
and disadvantages of possible policy options by assessing their potential impact. How-
ever, only five impact assessment studies in criminal matters have been undertaken to
date — a very small number. Only three of them (in the fields of protection of the envi-
ronment through criminal law, employers of illegally staying third-country nationals
and trafficking in human beings) mention data on crime trends, and although these
three make some references to such data, the need for improvement is highlighted.
Therefore, it would be desirable that impact assessments accompany every EU direc-
tive on criminal issues. This would be a better tool for developing evidence-based
policy which takes into account the actual crime levels.
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